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[ } O que um Analista de Redes faz?

— Planeja como os dispositivos vao se conectar:;
— Cuida do funcionamento da internet e dos sistemas da empresa;

— Protege os dados e informacoes.

» O que é o Bootcamp Analista de Redes Multivendor?
— E conjunto de 4 aulas praticas
— Ensinar os primeiros passos para se tornar um Analista de Redes

— E por fim te capacitar a prestar seus primeiros servicos
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[ } Quem sou eu?

 Matheus da Silva Salvador;

e Cursei Licenciatura em Quimica de 2020 a 2021;

* Trabalhei como entregador de 2021 a 2022;

e Comecei a estudar sobre Tl em 2021;

 Trabalhei como Aux. Técnico de Tl de 2022 a 2024;
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[ Apresentagho } E Hoje?

e Conheci a Redes Brasil em 2022

* Entrei para o Club de Redes em 15/08/2024

* Francisco publicou vaga para novos instrutores em 26/09/2024
* Fui aprovado no processo seletivo da Redes Brasil dia 02/10/2024
e Certificacoes: MTCNA, MTCRE, MTCINE, MTCIPv6, MTCSE ...

* Trainer Oficial MikroTik #TR0O772 (obtida em Riga na LetoOnia).
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Cronograma Missao Analista de Redes

vAULA T - CONFIGURACAO INICIAL BASICA
MIKROTIK, CONTROLE DE BANDA E FAILOVER

vAULA 2 - HOTSPOT

vAULA 3 - PROXMOX E VPN

vAULA 4 - ZABBIX
La




Aula 1

Configurando MikroTik do Zero



[ — Cronograma da Aula 1 m

1. Configurando MikroTik do Zero

2. Configurando Controle de Banda

3. Failover
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Topologia

Topologia
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[ s | Acesso ao LAB m

 Abrindo o LAB das aulas e ligando roteador

 Acessando roteador (Winbox)

 Acessando VPC (EVE-Client)

Redes Orosil


https://download1.redesbrasil.com.br/downloads/ANALISTA-DE-REDES/winbox64%20(1).exe
https://download1.redesbrasil.com.br/downloads/ANALISTA-DE-REDES/EVE-NG-Win-Client-Pack-2.0.exe
https://download1.redesbrasil.com.br/downloads/ANALISTA-DE-REDES/EVE-NG-Win-Client-Pack-2.0.exe
https://download1.redesbrasil.com.br/downloads/ANALISTA-DE-REDES/EVE-NG-Win-Client-Pack-2.0.exe

1.1 - Configuracao Inicial MikroTik



[ ] Cenario 1

» Um mercado com lentiddo na rede;
SUPERMARKET

» Vendas e balancas travando;

» Rede com 1 roteador, 2 switchs e um AP
mas todos com gerenciamento basico;

» Descobrir a causa, quase impossivel ...

» Para iniciar a investigacdao primeiro | @il  Efrteteeie WA WA
passo seria trocar o roteador por um
qgue forneca um gerenciamento
avancado com ferramentas que ajudem
a resolver problemas.
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[ e } Configuracao Inicial Basica

Objetivo: Roteador 1 e VPCs de todas as redes navegando m

na internet
»  Criar novo usuario;

»  Configurar rede ADM com a rede DHCP 10.10.50.0/24;

»  Configurar rede Visitantes com a rede DHCP 10.10.60.0/24;
»  Configurar rede Servidores com a rede DHCP 10.10.70.0/24;
»  Configurar Internet no MikroTik via DHCP Client;

»  Ajustes necessarios.
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Criando Novo Usuario

-: Mesh LSTUNN-als S
= p N Clock
- Consale 3 Users ‘Groups SSH Keys SSH Private Keys  Active Users
= IPv6 b - :
Disks Settings
MPLS 1 [ bt
ea
J* Routin » it
System [ — Name: ' matheus |
Identity
Queuks Group: |full -
_ LEDs : u
Bl Fies : Allowed Address: =
Log License
L in | s =
2° RablUs 099 9 5 Password: | Disdble
2. Tools B b LIFLE L Confirm Password: |******** | Comment
NTP Server -
B New Jerminal Inactivity Timeout:- | 00-10-00 Copy
MNote
Dot1 Inactivity Policy: | none >
'¢’ . - Packages ty Policy | ” | Remove
akglSupout ri
i = Password | enabled |
@ New JVinBox
= Ports
B Exit
Reboot
Reset Configuration
B wWindbws [ T :
Resources 1 item
Scheduler
Scripts
Shutdown
Special Logi 2
UPS 1

—I lsers

Watchdog

[ =
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[ Adicionando P } Adicione IP 10.10.50.1/24 na interface ether3

TeGuara
o ARP 2
ridge
J ’I Addresses
Cloud
DHCP Clignt 3
=P *
— DHCP Relay
= 1Pve ] [
N DHCP Server
MPLS DNS New Addres:
I’ Routing [
oot . Firewal a +|Address: 10.10.50.1/24 | OK
ystem
Hotspot Network: || v Cancel
IPsec |Interface: ether3 || ¥ I——A—p'pw
Kid Control 5
ocn Disable




Configuracao de DHCP Server na ether3

DHCP Setup
- Cloud
°9 vesn 1 e ] DHCP Server
ien
=P E I DHCP Options Option Sets Option Matcher Alerts
AT N DHCP Relay T I
. I DHCP Setu
- |—>I DHCP Server s 4
MPLS ) DNS Name Interface Relay Lease Time Address H
J” Routing » 2 _
Firewall
System »
@R Queues B | DHCP Setup DHCP Setup [m] B3
_ IPsec
- Files _
Log Kid Cy DHCP Server Interface: v Addresses to Give Out: [ PRIRNEFE.
— DHCP Setup

DHCP Setup

DHCP Setup

7

Back

Gateway for DHCP Network: U0 N

MNext

Cancel

| e

DNS Servers: |8.8.88

DHCPF Setup

Lease Time:
10

Back

Next

Cancel

[ =
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PC Pegando IP

Use esse
comando para

- pegar IP
root@redesbrasil: fhome/ )
File Edit Tabs Help 4 automaticamente

root@redesbrasil: /home/redesbrasils dhclient ens 3.

root@redesbrasil: fThome/redesbrasil

1# ping 18.18.58.1

bytes of data.

1 ttl=64 time=8.393 ms
2 ttl=64 time=0.321 ms
3 ttl=64 time=08.242 ms

root@redesbrasil: /home/redesbrasi
PING 18.18.58.1 (18.18.58.1) 56(84)
from 18.18.58.1: icmp seqg=
) from 10.10.58.1: icmp se
root@redesbrasil: fhome/redesbrasil ytes from 10.108.58.1: icmp se

root@redesbrasil:/home/redesbrasil# ifconfig e 'l ping statistics --- _ ~
ens3: flagemdlea<uR-BROARGAST  RUNNTNGTMOTTICAST> 5 3 packets |fr1tted 3 received, 0% packet loss, T RE5 2SS

inet 10.10.50.254 || netmask 255.255.255.0 bro get 10.10.50.255 rtt F"i"|,-'r"-.-' ! B D242,r(:|3]_6,r|:|393,r(jc|65 me
THElo TeouT T 5uTTuff: feg®: 200 prefixlen 64 sco B 0<1ink> r r -hr ‘home/ edegj-'agi'l_#l

ether 90:50:70:00:02:080 txgueuelen 1008 (Ety - 4
RX :-a:'ketz 90 bytes 21946 (21.9 KB) Essa ea respOSta
esperada

4)
q
q
q

RX e-"_'o-'s 0 dropped 1 0'-.-'E"-"'J"|5 ] .""ar“e ] Use esse

TX packets 189 bytes 14430 (14.4 KB)

TX errors @ d-'-:)jjied 8 overruns @ carrier @ Comando para
ags=73<UP, LOOPBACK, RUNNING> mtu 65536 verificar o IP

inet 127.0.8.1 netmask 255.0.0.80

ineté ::1 prefixlen 128 scopeid 8xl8<host>

loop txqueuelen 1008 (Local Loopback)

RX packets 184 bytes 9108 (9.1 KB)

R¥X errors @ dropped @ overruns @ frame @

X packets 104 bytes 9188 (9.1 KB)

TX errors @ dropped @ overruns @ carrier @ collisions @

root@redesbrasil: /home/redesbrasil# l

(5
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[ } Configurando Internet no Roteador

[nterfaces ‘
(*;) WireGuard
o ARP 3| DHCP Client | DHCP Client Options
7%, DBridge Add -
2. PPP resees > '|'| = Release || Renew
90 osh 1 |C|Du{j | Interface UselP... |Add D... IP Address Expire
DHCP Client
=5 |p | 5 New DHCP Client
DHCP$ma
T IPv6 L ! DHCP | Advanced Status 6 OK
= N DHCP Server 4
p N DNS | Interface: | ether4 + | Cahcel
Routin
E_— J N Firewall v Use Pger DNS Adply
ystem
Hotspot .
@ Queues = 5 | on F s Dispble
- = |IPsec |
lles : -y Comiment
) Kid Control |A{:I{:I Default Route: yes ¥ | [im
o > Media Copy
@ RADIUS
NAT PMP Remove
Toals [ . .




[ Ping Test

1

Teste

_

File Edit

root@reaqe

Tabs Help

root@redesbrasil: /home/redesbrasil

c ::l '-l:'-l :— l-l_ - _."'. _..I I:::I F'E'_.-"' redeshras ) ]

Por que nao
consigo pingar na
internet?
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Oque é NAT?

Redes Brasil



Configuragao NAT

Configuracao de NAT

Packets v

DT
f" = Addresses 3
m: PPP
00 1roch Cloud - Mangle Raw Service Ports Connections Address Lists Layer7 Protocols
o |
== P I3 DHCP Clignt L o T Reset Counters || €@ Reset All Counters all
DHCP Rdla
& IPv6 » y Action  |Chain Src. Address |Dst. Address |Src. Ad... |Dst. Ad... Proto... |Src. Port |Dst. Port In. Inter... Out.Int.. |In. Inter... /Out. Int... Bytes
DHCP S
MPLS [ DS e @E New NAT Rule
X7 Routi » E— Advanced Extra Action Statistics 6 ‘ oK ‘ BeTar A0 I
@ System tspot 5 Chain: |srcnat > I ‘ Cancel ‘ I Action: |masquerade 3I——GACBI 1
Queues z
i = ec Src. Address: v ‘ Apply ‘ 9 Log Apply
les
Kid Control - :
Log @ onto SEeiiEEn v ‘ Disable ‘ Log Prefix: - ‘ Disable ‘
Media ot
&” RADIUS T ShalliEs 2 v ‘ Comment ‘ ‘ Comment ‘
: To Ports: v
Dst. Add List:
2. Tools » F—— s ress Lis v ‘ T ‘ ‘ Copy ‘
B New Terminal .
< Dot1X Packing Protocol h ‘ Remove ‘ ‘ Remove ‘
0
5| Make Supout i Pool Src. Port: ‘ Reset Counters ‘ ‘ Reset Counters ‘
ake Supoutri
Routes .
@ New WinBox < Dst. Port: ‘ Reset All Counters ‘ ‘ Reset All Counters ‘
Pt Exit Any. Port:
SNMP _ 7
ssh 0 items In. Interface: v e
B Windows » . |
EU I Out. Interface: ether4 v af
Settings In. Interface List: v

=]EY

“|
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[ ] Resultado final esperado

root@redesbrasil: /home/redesbrasil
File Edit Tabs Help
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[ Adicionando I } Adicione o IP 10.10.60.1/24 na interface ether10

> —>| Addresses
m: PPP 2
0.0 Cloud
e Mesh _
Ejf = R I DHCP Client e
1 DHCP Relay
= IPv6 [ |Address: 10.10.60.1/24 | OK
DHCP Server
MPLS [ o= Network: 1 v Cancel
Routin B —
xr g Eirewal Interface: |ether10 * ‘ Apply
System [ -
ots i
® Queues po 5 Disable
|Psec
- Files Comment
. Kid Control
Co
- RTDIUS Medsa W
a
NAT PMP Remove
2. Tools B |
Neighbors enabled
MNew Terminal




DHCP Setup Configuracao de DHCP Server da Rede Visitantes na ether10
ﬁé Qg:sh 1 Cloud 4 DHCP Server
- | DHCP Client DHCP Options Option Sets Option Matcher Alerts

DHCP Relay

xr Routing
System

&R Queues
B Files

IP »

<5 Py »

- |—>| DHCP Server ﬂ
MPLS [

DHCP Setup

DHCP Server Interface: Sz gl >

DHCP Setup

DHCP Address Space: |LUSieEsIeRelEE

ZDNS

I\ Firewall

*
Hotspot
IPsec
Kid Control

Interface

DHCFP Setup

Gateway for DHCP Network: LUV

7 Back || Next

Cancel

DHCP Setup |4

Relay Lease Time

DHCP Setup

Addresses to Give Out: |JlUREIOFS TR (XL

| e

DHCP Setup

DNS Servers: |8.8.8.8

DHCP Setup

Lease Time:
10

Back

Address H

Next

Cancel

[ =
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[ Adicionando P } Adicione o IP 10.10.70.1/24 na interface ether8

g

@ WireGuard 2 |
NP . ARP
%, Bridge '
> >| Addresses
m:= PPE
oo 1 Cloud
e Mesh _
DHCP Client
255
=P ™ |
DHCP Relay
~f
= IPv6 »
DHCP Server
MPLS [ -
J’ Routing =
Firewall
System [
Hotspot
& Queues
| |Psec
- Files _
] Kid Control
o 9 Media
RADIUS

New Address

|Address: 10.10.70.1/24

MNetwork: l

OK

Cancel

Interface: etherd

enabled

Apply

Disable

Comment

Copy

Remove




Configuracao de DHCP Server da Rede Servidores na ether8

DHCP Setup
- Cloud
°9 vesn 1 e ] DHCP Server
ien
=P E I DHCP Py Options Option Sets Option Matcher Alerts
£ IPv6 » RatBl -|-j DHCP Set |
etu
- |—>I DHCP Server a 4
MPLS ) DNS Name Interface Relay Lease Time Address H
J” Routing » 2 _
Firewall
System »
&R Queues [FFmEE Setup DHCP Setup [m] E3
B Files
Log DHCP Server Interface: - Addresses to Give Out: |[IRDNDIFRDRONIFEY] <

DHCP Setup

DHCP Address Space: |lORoeReFL

DHCP Setup

Gateway for DHCP Network: iU LOy0N

7 Back || Next

Cancel

DHCP Setup

DNS Servers: 8888

DHCP Setup

| LeaseTime:
10

Back

Next

Cancel

[ =
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[ 0 que posso fazer? } MikroTik configurado. O que posso fazer agora? m

a N / + Loadbalance \

*Analisar Trafego dos PCs e VLAN
* Agregacao de porta
Controle de banda . VRRP
. . * Tuneis de maneira geral
Blogueio de sites . PPPOE
: * BGP
*Failover
* OSPF
VPN e MPLS
* CGNAT

Qotspot / \ VRF /

Redes Orosil



1.2 — Controle Banda



Cenario \J

[

Cenario 2 m

>

Mercado com lentidao nos caixas e
balcao;

Otimizacoes iniciais trouxeram
estabilidade, mas os picos
persistiram,;

Descobrimos que o Wi-Fi de
visitantes consumia toda a banda;

Esse trafego concorria com os
terminais de venda;

Solucio: implementar controle de
banda para priorizar o sistema
critico.

#15%&!

SRl
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[ Queve simples } Controle de Banda Simples m
» Opcoes de controle de banda:

— Por dispositivo;

— Por rede;

— Por interface.
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LA } Controle de Banda na Rede Visitantes

Objetivo: Realizar controle de banda de 500k para
dispositivos da rede Visitantes

» Criar queue na rede Visitantes

> Realizar testes

Redes Orosil



[ Queue P }Criando Queue para um Dispositivo na rede Visitantes

LA IUHU
%2 PPP [=lEy
®2 Mesh J)| Simple Queues | |nterface Queues Queue Tree Queue Types
P =pi = | | 70 Reset Counters || ©© Reset All Counters
T IPv6 » " Name e plogd Max Limi Download Max Limit Packet Mark otal Max Limit (bit |+

MPLS K New Simple Queue E ﬂ
J7 Routink | General Advanced Statidtics Traffic Total Total Statistics 0K

Syste A Name: |l Cancel
& Queues l Target: | 10.10.60.254 | v % Apply

Files 1 3 Det

=1 b .

Log Disable
& RADIUS |l Target Upload Target Download Comment
#. Tools A | Max Limit: | 500k 500k bits/s | Copy
B New Terminal v Burst Remove
2 Dot1X '

© T Reset Counters
= Make Supout rif
_ Reset All Counters
@ New WinBox
Exit Torch
enabled

[ =
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Consumo

Realizando testes do Controle de Banda

Interface List

Interface | Interface List Ethernet EolP Tunnel IP Tunnel GRE Tunnel VLAN VXLAN VRRP VETH MACsec MACVLAN Bonding LTE

.

= || 32 Detect Internet P—

Name Type Actual MTU L2 MTU Tx Rx E normal que ao
R <> ether Ethernet 1500 21.9kbps realizar testes, a
R <> ether2 Ethernet 1500 0 bps velocidade nao
R <» ether3 Ethernet 1500 0 bps alcance exatamente o
R <> etherd Ethernet 1500 0 bps | fini
R < ether5 Ethernet 1500 0 bps valor definido.
R <> etherf Ethernet 1500 0 bps
R <> ether? Ethernet 1500 0 bps
R <> ether8 Ethernet 1500 0 bps
R <> ether9 Ethernet 1500 0 bps
~ <> ether erne 00 99 4 kbps
R @ lo Loopback 65536 0 bps
*

12 items

L=
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s ]Controle de Banda para cada Dispositivo

Objetivo: Aplicar controle de banda automatico de
500k para cada dispositivo que se conectar na rede

» Criar queue de 500k para cada dispositivo

> Realizar Testes

Redes Orosil



[ } Opc¢oes de Controle de Banda m

>Criarcadauma-tdascueuesmanyalmente

» Script via DHCP (script)

>UsarPEa—

Redes Orosil



[ } Script de controle de banda via DHCP m

:if (SleaseBound = 1) do={

/log warning message="1P DISPONIBILIZADO E SleaseActIP"
/queue/simple/add target=SleaseActIP max-limit=500k/500k
} else={

/log warning message="IP SleaseActIP LIBERADO NO DHCP"
/queue/simple/remove [find target="SleaseActIP/32"]

}

Redes Orosil



1.3 — Failover



[ enire Cenario 3

)

» Sistema fluindo bem apds todas
as otimizacoes realizadas;

» Mas, ao enfrentar instabilidade ou
rompimento no link do provedor;

» A conexao nos caixas € no balcao
de pedidos simplesmente
desaparece;

I~

» Os terminais de venda ficam
completamente offline, sem
comunicacao;

» E, sem acesso a internet, as
transagoes_ param ate o |
restabelecimento do servico.
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e } Ativagao do Segundo Link

Objetivo: Ativar segundo link de internet

» Criar DHCP Client do Link 2

» Criar Regra de NAT

» Ajustes para boas praticas

Redes Orosil



Configuragao do Link 2

Interfaces ‘ @E
@ WireGuard _
e ARP 3 | DHCP Client | DHCP Client Options
Fs%, DBridge
2 PPP AddresseHE o= Release || Renew
o @ Mesh 1 Lalt Interface UsgP... |Add D... |IP Address Expires After  |Status+
= 1 | DHCP Client | etherl yes| no  192.168.11.254/24 00:09:13 bound
L :
= ey S B New DHCP Ciient =l E3
= IPVB b 6
MPLS N rver DHCP | Advanced Status v oK I
_ DNS =
xr Routing > _ 4 Ilnterface: ether2 e I Ca#el ‘
Firewall i
System y v Use Pfer DNS Apifly
@ - Hotspot |
ueues
- i IPsec v| Use Pger NTP DIS’;IJIE}
iles |
L Kid Control IAdd Default Route: yes ¥ I——G““Ie"t
o Media
a7 RADIUS 5 Copy
NAT PMP
2. Tools » _ Remove
B New Terminal Neighbors
ew Termina
Packing Release
9 Dot1X »
Pool Renew
= | Make Supout. rif
Routes
@ New WinBox s
B Exit
SNMP
enabled Status: sto
SSH pped

(5
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[ ] ~NS [ ]
Configuracao de NAT do Link 2
T
(') WireGuard | 4
}ﬁ Bridge s Mangle Raw Service Ports Connections Address Lists Layer/ Protocols
Addresses
E_ PPP 1 — 1 | | o ResetCounters | o Reset All Counters
ou
°/g Mesh DHEP Cidnt Chain Src. Address |Dst. Address |Src. Ad... |Dst. Ad... |Proto... |Src. Port  |Dst. Port  |In. Inter... |Out. Int... |In. Inter... |Out. Int.
=l |p [\I T mgs... srcnat ether
T IPvo R DHCP Refgy
MPL . DHRCPSeper General | Advahced Extra Action Statistics OK oK
DNS
J7 Routi » — = e - > W
g X Firewal 5 ICham. srcnat 2 Cancel Action: | masqguerade vl ‘ atce
L EED Hotspot Src. Address: hd Apply I Apl:)ly
@ dueues 2 Dst. Address: -
i Files IPsec st ress. h Disable LDQ Prefix: - Disable
Log Kid Control Src. Address List: v Comment o Pt Comment
Mediz _— O Forts: v
89 RADIUS AT P Dst. Address List: hd Copy Copy
Tools » ;
; _ Neighbors Protocol: v Remove Remove
New Terminal Packing Src. Port: Reset Counters Reset Counters
2 Dot1X
_ Poal Dst. Port: Reset All Counters Reset All Counters
& Make Supout.rif S
outes :
@ New WinBox MR 6 Any. Port
Exit NP In. Interface: 4 hd
I Out. Interface: ether2 *
SsH

(5
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Boas praticas

Boas Praticas: Criar rotas estaticas

W¥ |nterfaces ‘

Route <0.0.0.0/0

General

Dst. Address

Gateway:

Immediate Gateway

Status MPLS

6 Of x

g o |

-10000/Q copy |}
192.16411.1

- 19216801 1.1%ether1

Local Address:

+ )

Dst. Addre Gateway
DAC b 10.10.5¢0/24  ether3
DAC b 10.10.6Q0/24  etherl10
DAC b 10.10.7¢0/24  ethers
DAC b 192.166411.0/24 etherl
DAd p 0.0.0.0/0 192.168.11.1
DAd+ p 0.0.0.0/0 192.168.22.1

7 items out of 31 (1 selected)

@ WireGuard R
LT e
Bridge
:‘ 3 Addresse:
== PPP
o Cloud
o Mesh
DHCP Clignt
e - DHCP R
=
= IPv6 2 y
DHCP Sefver
MPLS » NS
F Routi —
Firewall
Systel 2
Hotspot
R Queu
IPsec
B Files
L Kid Contrd
° 9 Media
@ RADIWS
NAT PMP
& Tools Neiahbo
ei E |
E New Tkrminal g.
Packing
= Dot1X
) 00l
# | Make pBupout.rif
Routes

@ New WinBox

Exit

= Windows 2

SMB
SNMP
SSH

Services

Check Gateway:

Distance:
Scope:
Target Scope:

VRF Interface:

Routing Table:

Suppress Hw Offload

1
30
10

etherl

main

Pref. Source:

dynamic active

Blackhole

DHCP

Remove

New Route

General | Status MPLS

Dst. Address: |[IX0XV

Gateway: |192.168.11.1

Immediate Gateway: 192.168.11.1%ether1 Disable

Local Address:

Comment

Check Gateway: - Copy

Remove

Suppress Hw Offload

Faca esse mesmo

procedimento para o
LINK 2

[ =
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Boas praticas

Boas Praticas: Criar rotas estaticas

Interfaces
WireGuard

D

Bridge
PPP
Mesh 1

® gv

IP

IPv6
MPLS
xr Routing
System
@ Queues
B Files
Log
&7 RADIUS
& Tools »

e GE B

0 e e el e

Bl New Terminal
9 Dot1X

= | Make Supout.rif
@ New WinBox

Exit

£ Windows [

ARP
Addresses
Cloud

DHCP Clige

DHCP Client | DHCP Client Options
= v |X Ol|T

Release

DHCP Server
DNS 2

Firewall

Hotspot
IPsec

Kid Control
Media
NAT PMP
Neighbors
Packing
Pool
Routes
SMB
SNMP
SSH

Add D
yes

Interface Use P ..
etherl yes

Renew

IP Address

192.168.11.253/24

ether? Bes
‘ DHCP Client - :etherl1=

es 192.168.22.253/24

enabled

Status: bound

Faca esse mesmo
procedimento para o
LINK 2

DHCP | Adanced Status OK
Interface: etherl - Cahcel

v| Use Peer DNS Apply
4 ! v| Use Peer NTP Didkble
IAdd Default Route: |no ¥ | f=r—eemimen
Copy
Remove
Release
Renew

[ =
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[ } Boas Praticas: Comentar Rotas

Cloud
°% Mesh 1 _
I DHCP Client

=P [*
= DHCP Rela &=
B y x El ?
2 1PvB [
MPLS N DHCP Server Dst. Address Gateway
_ DNS - ROTA LINK-1 |
7 Routi S AS b 0.0.0.0/0 192.168.11.1
Firewall
Syste » ., ROTA LINK-2 |
® Queuds Hotspot S > 0.0.0.0/0 172.30.22.1
- IPsec DAC b 10.1050.0/24  ether3
Files
Kid Control DAC P 172.30.22.1/32 pppoe-outl
Log | DAC b 192.168.11.0/24 ether]
° Media
@ RADIJS
NAT PMP
2. Tools » Neiahbo
el rs
B New Tkrminal =
Packing
© Dot1X
Make Bupout.rif 20 :
dre pLUpOoUT
L B ’I Routes I
@ New WinBox ==
. Exit
SNMP
o . SSH 5 items out of 31 (1 selected)

[
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Redes Brasil

Boas Praticas: Rotas com distancias diferentes

OK

Cancel

Apply

Disable

Comment

Copy

Remove

][} Route <0.0.0.0/0->192.168.22.1>
General | Status MPLS OK General  Status MPLS
Dst. Address: 0.0.0.0/0 Cancel Dst. Address: |(IULCAV]Y]
Gateway: | 192.168.11.1 Apply Gateway: | 192.168.22.1
Immediate Gateway: 192.168.11.1%ether Disable Immediate Gateway: 192.168.22 1%ether2
Local Address: e, Local Address:
Check Gateway: Copy Check Gateway: -
Suppress Hw Offload Remove Suppress Hw Offload
I Distance: 1 I I Distance: |2 -~
Scope: 30 Scope: |30 -
Target Scope: | 10 Target Scope: |10 -
VRF Interface: etherl ¥ VRF Interface: ether2 ¥ A
Routing Table: main | e: | main -
Pref. Source: | Se seu roteador possuir 2 v
Blackhole TOLES [SEI7E) @ MESe (2l Blackhole
ADDRESS. A distancia
desempata para
determinar a prioridade
enabled active static static

[ =
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[ } Cenario 4 m
ntemet continua caindo; FAILOVER

*A conexao so retorna quando alguem
desconecta manualmente o cabo do link
principal,

Esse acionamento fisico torna o 4l Ly
-PRIMARY

restabelecimento lento e sujeito a erros; = BACKUP
*No horario de pico, depender de
intervengao humana atrasa todo o
atendimento;

*O dono precisa de um mecanismo
automatico para nao ficar refem dessa
gambiarra.
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e } Configuragao de Failover

Objetivo: Link 2 deve assumir automaticamente quando o
link 1 estiver fora

> Testar comandos

» Criar regra do Netwatch
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[ } Failover

* Tipos de Failover possivel:
—CheclkGateway:-
—PetaReeursiva—
—Netwatch;

—Seripts.
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| comoncunr | Adicionando Host

=P [
& IPv6 * \'f
/ \ MPLS B Type  Status Since
. . 7 Routin K b ew Netwatch Host
Lista de IPs do servidores et s N BTest Servr a —r ot
stem atus own Tes OK
Root DNS s Bandwidth [est p5
& Queues Emai Name: |LINK-1 P Cancel
Files
198.41.0.4 O . Flood Ping Pl Host: |202.12.27.33 Apply
0
170.247.170.2 . REDMS;[ Graphing Type: [iomp v Disable
IPS .
13;3391115 & Tools » IMACC?; Stc. Address. v Comment
U911, erv ]
Bl New Thrminal 1 Interval: w7 Copy
192.203.230.10 » DD’['IX_’I Netwatch Timeout: -
192.5.5.241 Packet Sniffer 2 ' Remove
. Make Supout.rif _ Start Delay: v
192.112.36.4 @ New WinBox Ping
198.97.190.53 = Ping Speed Startup Delay: M
Rt Exi "
192.36.148.17 Prafile Ignore Initial Up: -
192.58.128.30 B Windows ~ RoMON Ignore Initial Down: v
SMS
193.0.14.129 Packet Interval: -
199.7.83.42 Speed Test
Packet Count: hd
202.12.27.33 Telnet
k / Torch Packet Size: -
Traceroute Thr. Max: v [
Traffic Generator
Traffic Maonitor enabled .-L
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[ } Criar script de Down

- ROTA LINK-1
XASI p 0.0.0.0/0 192.168.11.1

- ROTA LINK-2 Esse comando desativa a rota
AS b 0.0.00/0 N0 .22 gue possui o comentario

“ROTA LINK-1"
Terminal <2=

%matheus@MKl—MﬁTRIE] > /ip route disable [find comment="ROTA LIHH—l”]I
Matneus@MK ]l -MATRIZ] >




[ } Adicionar script de Down no Netwatch m

Netwatch Host <202.12 27.33>

Host Status UpTest OK
On Down: Cancel

fip route disable [find comment="ROTA LINK-1"] I Apply

Enable

Comment

Copy

Remove

disabled |




[ } Criar script de UP

- ROTA LINK-1 Esse comando ativa rota

AS p 0.0.00/0 192.168.11.1 que possui o comentario
;;; ROTA LINK-2 “ROTA LINK-1”
p 0.0.0.0/0

AN

S 172.30N2 1 Z main

Terminal <1=

kmatheuﬁ@MHl—MﬂTRIE] > /ip route enable [find comment="ROTA LINE-1"] I
[matheus@ME1-MATRIZ] >

[ =
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Criar script de UP

Netwatch Host <202.12.27.33=

Host Status Down Test 0K

On Up: Cancel
I ' Apply

Enable

P—

=
o
=3
48]
@
S
]
=
4]
=
]
a
o
&
3
3
¥
=
=
T
oy
O
p
-
=
~

: Comment
/——\

O Script de UP e Down
devem estar na mesma

Copy

Remove

regra de Netwatch

disabled

[ =
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Rota de Teste

Criar rota de teste

Z Quick Set
< WiFi

M |nterfaces
€) wireGuard
2%, Bridge

. PPP

’: Mesh 1

2 1P

+ IPvB
MPL {
J* Routidg
. Syste
& Queuds
. Files
Log
&7 RADIPS
2. Tools 5
B New
“© Dot1

%/ MakeSupout rif
@) New WinRny

ARP
Address
Cloud

| DHCP Cigent

DHCP Rglay
DHCP Sgrver
DNS
Firewall
Hotspot
IPsec
Kid Contipl
Media
NAT PM
Neoghbol
Packing
Pool

Routes

b 0000/0

General Status MPLS

\'f

Dst Address Gateway
P 101050024  ether3

P 172160024 etherl0

b 17230.221/32 pppoe-outl

AC p 192168.11.0/24 etherl
. ROTA LINK-1
AS b 0.0.0.0/0 192.168.11.1
ROTA LINK-2

17230221

Dst. Address:

4 Gateway:

202122733

192.168.11.1

Local Address:

Check Gateway

Immediate Gateway: unknown

Suppress Hw Offload

|
Disable ‘
Comment A \
v Copy ‘
Remove 1
v
v

Y O Dst. Address deve ser o

host do netwatch e o
gateway deve ser o mesmo
gateway do link que deseja

testar.

[ =
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[ } Oque tem na proxima aula m

* Configuracao de Hotspot para rede de visitantes

* Configuracao de VPN para acesso remoto seguro
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Aula 2
Hotspot e VPN



[ } Cenario 5

» O dono quer oferecer Wi-Fi gratuito
para todos os clientes;

» Mas, antes de liberar o acesso,
deseja uma pagina de boas-vindas
personalizada;

» Nessa tela inicial, a “Promocao do
Dia” aparece em destaque;

» Assim, ao conectar-se, o cliente ja
fica sabendo da oferta especial.
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[ } Configuracao Basica de Hotspot m

Objetivo: Configurar hotspot com tela de autenticacao
para os clientes.

»  Remover Servidor DHCP da etherl0;
»  Configurar o Hotspot com Hotspot Setup;

»  Ajustes necessarios.
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[ } Remover DHCP da interface ether10

ARP DHCP S
:’iﬁ: Bridge -
2. PPP Addresses DHCP Netwnrks Leases Options Optio
0.0 1 Cloud :
o Mesh W | | DHCP Config
— DHCP Client 4
=P [* Name Interface
= IPv6 [ DHRCP Relay dhep1 ether3
MPLS —|_DHCP Server dhep2 ether10 |
DNS 2 dhecp3 hers 3
J” Routing [N=
Firewall
System [*
Hotspot
@ Queues
IPsec
Bl Files
. Kid Control
o o9 Media
@' RADIUS
NAT PMP
2. Tools » Neiahbe
e rs
Bl New Terminal g.
Packing
9 Dot1X
_ FPool
= | Make Supout.nf
Routes
@ New WinBox _
SMB 3 items (1 selected)

it

[
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Hotspot Setup

o ool
DHCP Client
=] |p N
%5 1PY6 1 ) DHCP Relay Servers | Server Profiles Users User Profiles Active Hos
e
MPLS N E:;P Server o T | | ResetHTML | Hotspot Setup |
J7 Routi = Name Interface 3 ddress Poq
Firewall 2
Syste » )
Hotspot I
&R Queues
IPsec
Files

Hotspot Setup Hotspot Setup

Hotspot Setup

Select Certiicate: [N +

Hotspot Setup

HotSpot Interface: |E0Egll -

Hotspot Setup

DNS Name:

Hotspot Setup

IP Address of SMTP Server: (Y

8

Local Address of Network: |RFERGLES R

5

Name of Local HotSpot User: |admin

v| Masquerade Network Password for the User: | 123]

11 Back Cancel

Hotspot Setup
Hotspot Setup

DNS Servers: 8884 s

1S

Address Pool of Network: | P8 sXeeess s (iR 1LY

9 Back || Next Cancel

6 Back | Next | | Cancel

[ =
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Redes Brasil

Abrindo Tela de Autenticacao

QEMU (CELULAR-CLIENTE)

SEREL00

1

Filzs Tarrmin

O

5] Winbosziz

SEBP =00

QEMU (CELULAR-CLIENTE)

Mozilla Firefox

@ New Tab x | +
G @ | [search with Google or enter address 1% In @O & =
@ You must log in to this network before you can access the Intemnet. Open Network Login Page b
k
£ el

(5
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Abrindo Tela de Autenticacao

@ QEMU (CELULAR-CLIENTE) = O X

SEBCHELOOT ...

¥ Internet hotspot - Log in - Mozilla Firefox

@ New Tab X | \ Intemet hotspot- Login X | 4+
e N G @ #& rb-mercados.interet/login?dst=http%3A%2F % 2Fdetectportal fire e O W o & =
® You must log in to this network before you can access the Internet. 2.8

- B e ———
MikroTik E importante lembrar

Please log in to ussec-:rvtit::t;internet hotspot q ue em te I efo n es, a
tela é

& Username

automaticamente
& Password ; ac | ona d a.

Connect

A =~Pn © Intenet hotspot ... =8 0953 .
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[ ] Estrutura das pastas e arquivos do Hotspot m

hotspot
hotspot/alogin.html
hotspot/api json
hotspot/css
hotspot/css/style.css
hotspot/error htm
hotspot/errors.txt
hotspot/favicon.ico
hotspot/img
hotspot/img/password.svg
hotspot/img/user.svg
hotspot/login.htmi
hotspot/logout html
hotspot/md5.js
hotspot/radvert.html
hotspot/redirect html
hotspot/rlogin.htmil
hotspot/status_html
hotspot/xml

hotspot/xmifalogin_html
hotspot/xmlferror_html
hotspotixmlflogout html
hotspotxmlflogin.html
hotspot/xmlflogout.htmi
hotspotixml/rlogin.html

hotspotixml/'WISPAccessGat..

directory
html file
Json file
directory
.css file
“html file
txt file
Jico file
directory
.svg file
.svg file
html file
“html file
Js file
html file
“html file
html file
html file
directory
xsd file
html file
html file
“html file
html file
html file
html file

> Pastas:

— hotspot: pasta geral.

— hotspot/css: pasta onde fica o arquivo de estilo da
tela de Hotspot.

— hotspot/img: pasta com imagens da tela de
hostpot.

— hotspot/xml: pasta com arquivos .xml

» Arquivos:
— hotspot/login.html: pagina de login do hostpot

— hotspot/status.html: pagina de status poés login do
hotspot

— hotspot/logout.html: pagina pds logout do
hotspot



[ — Oque tem na proxima aula m

* |nstalacao e Configuracao do Proxmox

* Criacao de VPN site2site (Matriz — Filial)

* Acessando Proxmox remotamente
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[ } Cenario 6

» O dono abriu uma filial, mas as
balancas e sistemas seguem rodando
na matriz;

» Afilial precisa se conectar ao servidor
de balanca sem interrupcoes;

> E crucial manter esse acesso de
forma segura, evitando expor a rede a
vulnerabilidades;

» Sera preciso um tunel VPN que
garanta continuidade e protecao dos
dados.
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[ } Configuracao de VPN m

Objetivo: Rede da Filial navegando e conseguindo acessar
remotamente o servidor na Matriz.

»  Configuracao Basica do Roteador Filial;

»  Ativar L2TP no Roteador Matriz;

»  Criar Profile no Roteador Matriz;

> Criar Secrets no Roteador Matriz;

»  Criarinterface L2TP Client no Roteador Filial;

»  Criacao de Rotas na Matriz e Filial;
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Ativando L2TP no Roteador Matriz

WireGuard
A (=] E3
Bridge
> ppp Interface ‘PPP{)E Servers OVPN Servers Secrets Profiles Active Connections L2TP Ethernet L2TP Secrets
@: | — -
S Mosh 1 |+v = | |7 || 32 rre—— o S mport_ovpn PPPoE Scan
=l p [ |Name |Rx |T:|':Pa-.';iv
& Ipve I L2TP Server
MPLS I3 General | L2TPv3 3
J Routing » I 'v| Enabled
System A Protocol: all
Q Queues
Max MTU- | 1450 |
B Files
Max MRU: | 1450 |
Log
27 RADIUS | MRRU: |~
* : »
Keepalive Timeout: 30 -
#. Tools " |0 items out of 12 | | _
B New Terminal Default Profile: default-encryption |+
9 Dot1X Max Sessions- | Ré

% | Make Supout.rif
@ New WinBox

Exit

Authentication: v mschap2 mschap1
chap pap

Use |IPsec: ‘n{:-

E windows [ IPsec Secret: ‘ ‘

Caller ID Type: ‘ip address H ¥ ‘

|| One Session Per Host

|| Allow Fast Path

[ =
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w=s=i (Crigndo Profile L2ZTP no Roteador Matriz

@ WireGuard
% Bridg
Z: PPP

* @ default

B
i IPv6 * @ default-encry...

MPLS

x Routing
System

Q Queues

Bl Files
Log

&’ RADIUS

2. Tools [

=5 |p 3 Name Local Address Remote Address |Bridg
*
»
»
*

2 items

Bl New Terminal

© Dot1X

= | Make Supout.nf
@ New WinBox

Exit

= windows [

New PPP Profile
General ‘Protmols Limits Queue Scripts

OK
4 Name: | profile1 Cancel
Local Address: |10.10.254.1 |i| A Apply
Remote Address: | v Comment
Remote IPv6 Prefix Pool: v Copy
DHCPV6 PD Pool- | v E—
Bridge: ‘ | v
Bridge Port Priority | -
Bridge Path Cost: | v
Bridge Horizon: ‘ | v
Bridge Learning: ‘default H * |
Bridge Port VID: | -
Bridge Port Trusted: v
Incoming Filter: ‘ | v
Outgoing Filter: ‘ | hd
Address List | =
Interface List: ‘ | v

[ =
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Criando secret L2TP no Roteador Matriz

(*;) WireGuard
}"-;: Bridge

Interface PPPoE Sqm

2 IPv6
MPLS

S o4 Routing
System

& Queues

B Files
Log

&” RADIUS

2. Tools »

w v v v v

B New Terminal
< Dot1X

% Make Supout.nf
@ New WinBox

5. Exit

I Windows [

Password Service Caller |D

5 W | | PPP Authenticatipn&Accounting

Profile

New PPP Secret
Name: |matheus
Password: 123 - Cancel
Senvice: |12tp + Apply
4 Caller |D: b Disable
—>| Profile: v
rofile: |Jsgs] * Comment
5 Local Address: l v Copy
I Remote Address: | 10.10.254.2 S Remove
Remote IPv6 Prefix: hd
Routes: b4
IPv6 Routes: b d
Limit Bytes In: v
Limit Bytes Out: v
Last Logged Out:

[
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Criando interface L2TP no Roteador Filial

# Quick Set
WiFi

g

MM |nterfaces

@ WireGuard

}g‘f Bridge 1

Interface !P{}E Servers

v

PPP Server
PPP Client

Z: PPP

° : Mesh

MPLS
o o Routing
System

e o

y
»
>
»
»

New Interface

LZTP Client
OVPN Server Binding
OVPM Client
PPPcE Server Binding
PPPcE Client

OK
4 Connect To: |jErRLEE NS Cancel
Appl
User: \matheus PPl
Password: | 123 - Disable
Profile: | default-encryption Connect To é onde ent
Keepalive Timeout: 60 vocé colocaolPdo |
servidor VPN, portanto
Src. Address: ' P 7 e
esse IP pode mudar.
Use Peer DNS: no jh
Reset Traffic Counters
Use |IPsec

IPsec Secret:

Allow Fast Path

(5
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wsssi | Criar a rota estatica no Roteador Matriz

€ WireGuard DHCP Server 3
Z- PPP Firewall Dst. Address
0: Mesh 1 Hotspot
=5 |p [\I IPsec eneral  Status MPLS OK
E IPv6 p | eleEind Dst. Address: | 10.10.100.0/24 Caficel
Medi
MPLS P 4 Gateway: | 10.10.254.2 Apply
54 Routing po| o T : :
: Immediate Gateway: unknown Disable
Svst " Neighbor —
yste :
Packin Local Address: Comment
Q Queu 2 9
B Files S Check Gateway: v Eoig
R
Log Routes Suppress Hw Offload emove
&7 RADIUS SLiE
X Tools N SNMP Distance: v
New Terminal oo Scope: v
© Dot1X Services Target Scope: v
- Settings
2l Make Supout.rif Sock VRF Interface: v
@ New WinBox ocks Routing Tabl _ -
outing lable: main L 4
B Exit TFTP g
Traffic Flow Pref. Source: v
B Windows | P Blackhole

[
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Criar a rota estatica no Roteador Filial

€) WireGuard DHCP Server 3
EE Bridge DNS — )
Z- PPP Firewall Dst. Address
O. Mesh 1 Hotspot
=5 |p [\I IPsec eneral  Status MPLS OK
:’,E_ IPv6 » Kid Contrpl Dst. Address: | 10.10.50.0/24 Cafcel
Medi
MPLS P 4 Gateway: | 10.10.254.1 Apply
J~ Routi po| S . .
. Immediate Gateway: unknown Disable
Svst " Neighbor ——
yste
Packi Local Address:
Q Queu 2 acking
L= = S No roteador da Filial
Log Sllies Suppress Hw Offload . , !
27 RADIUS SMB crie mais uma para a
. Tools ~ SNMP Distance: rede 10.10.70.0/24. O
New Terminal e S Gateway sera o
© Dot1X Services Target Scope: mesmo
. Settings
% Make Supout.rif Soct VEE Interface:
@ New WinBox OCKS Routing Tabl :
outing lable: main
Exit RS J
Traffic Flow Pref. Source:
B Windows | UP"P Blackhole

[ =
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Testando comunicacao

SRV-BALANCA - O X ¢

=]

i 8 B
o @0 B Lo fn

=]

(5
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[ — Oque tem na proxima aula m

* |nstalacao e Configuracao do Zabbix

e Monitorando MikroTik

* Monitorando Servidor Linux
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Aula 3
Proxmox



[ } Cenario 7

* O dono precisa de 3 servidores: arquivos, banco e
ambiente de testes.

* O orcamento ndo comporta trés maquinas fisicas.

* Risco: unir funcdées no mesmo local pode afetar
desempenho e seguranca.

« E crucial isolar producao e testes para evitar
Impactos nas vendas.

» Solugao pratica: usar uma unica maquina com
virtualizacao/containers e separar recursos por
VM/LXC.

* Nao esquecer: backups, snapshots e
monitoramento para recuperar e garantir
disponibilidade.



[ } Proxmox m

* Por que ter gerenciamento centralizado?

* Ferramentas de gerenciamento:

—Proxmox (Gerenciamento de VM’s e CT’s);
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Instalacao do Proxmox

Proxmox VE 8.4 (iso release 1) - https://www.proxmox.coms

X PROXMOX

Welcome to Proxmox Virtual Environment
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Instalagao do Proxmox

X PRO>XMNMO Proxmox VE Installer

END USER LICENSE AGREEMENT (EULA)

4. Intellectual Property Rights. The Programs and each components are owned by Proxmox
and other licensors and are protected under copyright law and under other laws as
applicable. The "Proxmox" trademark and the Proxmox company logo are registered
trademarks of Proxmox in Austria and other countries. This EULA does not permit you to
distribute the Programs or their components using Proxmox's trademarks, regardless of
whether the copy has been modified. Title to the Programs and any component, or to any
copy. modification, or merged portion shall remain with Proxmox and other licensors,
subject to the applicable license.

5. Third Party Software. Proxmox may distribute third party software with the Programs.
These third party programs are provided as a convenience to you, and are subject to their
own license terms. If you do not agree to the applicable license terms for the third party
software programs, then you may not install them.

6. Export Regulation. You wamant that you understand that the Programs and their
components may be subject to export controls under the Austrian Export Administration
Regulations.

7. Other terms. If any provision of this EULA is held to be unenforceable, the enforceability

of the remaining provisions shall not be affected. Any claim, controversy or dispute arising

under or relating to this EULA shall be governed by the laws of Austria (Europe), without A
regard to any conflict of laws provisions.

Copyright © 2013-2025 Proxmox Server Solutions GmbH. All rights reserved. "Proxmox" and
the Proxmox logo are registered trademarks of Proxmox Server Solutions GmbH. "Linux" is
a registered trademark of Linus Torvalds. All other trademarks are the property of their
respective owners.

(5
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Instalacao do Proxmox

Abort

X PROXMO

Proxmox VE Installer

Proxmox Virtual Environment (PVE)

The Proxmox Installer automatically

partitions your hard disk. It installs all required
packages and makes the system bootable from

the hard disk. All existing partitions and data
will be lost.

Press the Next button to continue the
installation.

Please verify the installation target
The displayed hard disk will be used for the
installation.

Warning: All existing partitions and data will
be lost.

Automatic hardware detection
The installer automatically configures your
hardware. k

Graphical user interface
Final configuration will be done on the
graphical user interface, via a weh browser,

Target Harddisk = /dev/sda (32.00GiB, QEMU HARDDISK) w Options I

(5
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Instalagao do Proxmox

X PRO MD ProxmoXx VE Installer

Location and Time Zone selection

The Proxmox Installer automatically makes * Country: The selected country is used to

location-based optimizations, like choosing the choose nearby mirror servers. This will
nearest mirror to download files from. Also speed up downloads and make updates
make sure to select the correct time zone and more reliable.

keyboard layout.

* Time Zone: Automatically adjust daylight

Press the Next button to continue the saving time.

installation.

* Keyboard Layout: Choose your keyboard

layout.
k
Country | EEE
Time zone = America/Sao_Paulo -
Keyboard Layout = Brazil-Portuguese -

- n |

(5
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Instalacao do Proxmox

Abort

X PROXMO

Proxmox VE Installer

Administration Password and Email Address

Proxmox Virtual Environment is a full
featured, highly secure GNU/Linux system,
based an Dehbian.

In this step, please provide the root password,

* Password: Please use a strong password.
It must be at least 8 characters long, and
contain a combination of letters, numbers,
and symbols.

* Email: Enter a valid email address. Your
Proxmox VE server will send important alert
notifications to this email account (such as
backup failures, high availability events,
etc.).

Press the Next button to continue the

installation.
Pazsword S0000009
Confirm eeeeeeee
Email | teste@teste.com| |

(5
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Instalagao do Proxmox

X PRO MD Proxmox VE Installer

Management Network Configuration

Please verify the displayed network * |P address (CIDR): Set the main IP address
configuration. You will need a valid network and netmask for your server in CIDR
configuration to access the management notation.

interface after installing.
*  Gateway: |IP address of your gateway or

After you have finished, press the Next button. firewall.
You will be shown a list of the options that you
chose during the previous steps. * DNS Server: |P address of your DNS server.

Management Interface @ ensl3 - bc:24:11:1e:0d:c3 (virtio_net) w

Hostname (FQDN) | pve-redesbrasil-teste.local|

IP Address (CIDR) = 10.8.254.236 /| 24
Gateway 10.8.254.1

DMNS Server | 8.8.B.8
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Instalagao do Proxmox

X PRD MD Proxmox VE Installer

Summary

Please confirm the displayed information. Once you press the Install button, the installer will
begin to partition your drive(s) and extract the required files.

Filesystem: extd

Disk(s): /dev/sda

Country: Brazil

Timezone: America/Sao_Paulo
Keymap: pt-br

Email: teste@teste.com
Management Interface: ensl8

Hostname: pve-redesbrasil-teste
IP CIDR: 10.8.254.236/24
Gateway: 10.8.254.1

DNS: 8.8.8.8

Automatically reboot after successful installation

Abort Previous Install

(5
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Baixando template de CT

)k’( PRO <~ MO < virtual Environment 8.4.0 Search

Server View o Storage 'local’ on node ‘pve-redesbrasil-teste’

== Datacenter

1 T T & Summary Upload Download from URL
=22 wocalnetwork (pve-redesbrasil-teste) Backups Name
ED local (pve-redesbrasil-teste) @ ISO Images

2 %D local-lvm {pve-redesbrasil-teste) Eia CT Templates

3 of' Permissions

(5
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Baixando template de CT

Templates
ISearch debian
Type Package rsion Description
[ Section: system (2 ltems)
e debian.12.siandard ' Debian 12 Boglkwomn (siandard)
| Ixc debian-11-standard 1.7 1 Debian 11 Bullseye (standard)

e

\n

Pesquise o sistema

operacional que
deseja baixar

—
> Download ‘

[ =
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[ — Criando um container m

& Documentation [™ K& A &) Create CT || & root@pam -

© Help
Name Format
Date Format Size
2025205-11 09:56:20 tzst 122 25 MB




Criando um container

Create: LXC Container ()

Template

MNode: pve-redesbrasil-teste Resource Pool:
CT |D 100 PaSSWGrd LT IITTITIT Y
HOStname CT—TESTE Conflrm [T ITTITY T
- assword:
Unprivileged .
container: 55H public
key(s):
Nesting: y(s)

) /_ ~Eile

Essa é a senha

gue sera usada
para acessar o
container.

© Help Advanced m .-..
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Criando um container

Create: LXC Container

General Template Disks

Storage: local

Template: ‘ -11-standard_11.7-1_amdp4.tar.zst
Name For...
debian-11-standard_11.7-1_amd64 tar zst tzst

1

Size

122.25 MB

Create: LXC Container

General Template Disks CPU Network
Memory (MiB): 512
Swap (MiB): 512

Create: LXC Container

General Template Disks CPU
rootfs Storage: local-lvm
Disk size (GIB): 8
Create: LXC Container 3
General Template Disks Memory
Cores: 1

2

Create: LXC Container

General Template Disks CPU  Memory DNS =
r Name: eth0 IPv4: (@ Static () DHCP
MAC address: auto IPv4/CIDR: None
e 4
Parametros como ic ODHCP (O SLAAC
disco, memoria e IP e
sao definidos de 6
acordo com seu
ambiente Network [B'ES  Confirm

DNS domain:

use ho

DNS servers: 8884

[ =
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[ ] Cenario 8

* O dono precisa ter certeza de que a
VPN estara sempre disponivel para
acesso remoto;

O servidor da balanca de precos ndo
pode falhar no momento do pagamento;

*Todos 0s servigos criticos exigem
monitoramento continuo e alertas
Imediatos;

*Solucao: alta disponibilidade na VPN,
monitoramento 24/7 e runbook de
Incidentes. au
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[ } Zabbix

e Oqueé?

e Como o Zabbix ajuda?

e Como 0 Zabbix funciona?

* Qual a vantagem de usar o Zabbix?

Redes Orosil



[ } Instalacdo

e apt update && apt upgrade -y

e aptinstall postgresql gpg sudo curl wget net-tools ethtool -y

* wget https://repo.zabbix.com/zabbix/7.0/debian/pool/main/z/zabbix-
release/zabbix-release latest 7.0+debian12 all.deb

* dpkg -i zabbix-release_latest 7.0+debian12_all.deb

e apt update

Redes Orosil


https://repo.zabbix.com/zabbix/7.0/debian/pool/main/z/zabbix-release/zabbix-release_latest_7.0+debian12_all.deb
https://repo.zabbix.com/zabbix/7.0/debian/pool/main/z/zabbix-release/zabbix-release_latest_7.0+debian12_all.deb
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[

Instalagao } I n Sta | a gé O m

apt install zabbix-server-pgsql zabbix-frontend-php php8.2-pgsql zabbix-
apache-conf zabbix-sql-scripts zabbix-agent

sudo -u postgres createuser --pwprompt zabbix (Nesse momento ira pedir uma

senha, anote ela pois sera usada em breve) /’\
, ATENCAO: Se vocé estd

instalando em um Container
Proxmox, ndo rode esse comando
nem o abaixo, pule para o
proximo slide

sudo -u postgres createdb -O zabbix zabbix <l

zcat /usr/share/zabbix-sql-scripts/postgresql/server.sql.gz | sudo -u zabbix psql
zabbix

Redes Brasil



[ nstalago (Contaner) ] Instalacao (Caso em container) m

e sudo -u postgres createdb \
-O zabbix \
-E UTF8 \
--locale=pt_BR.UTF-8 \
--template=templateO \
zabbix

 zcat /usr/share/zabbix-sql-scripts/postgresql/server.sql.gz | sudo -u zabbix psql
-d zabbix

Redes Orosil



[ } Configuracao do Zabbix

* nano /etc/zabbix/zabbix_server.conf

— Neste arquivo, aperte CTRL + Q e digite: DBPassword=

|
Procure essa linha e ,,

coloque a senha que vocé
criou no passo do slide
anterior. No meu caso a
senha foi “redesbrasil”.

DBEUser=zabbix

L
‘A

DBPassword=redesbrasil]] Apc')s d|g|tar a
-~ senha, aperte CTRL
+ O e Enter para
salvar. E CTRL + X
para sair.




[ S— Configuragao do Zabbix w

* dpkg-reconfigure locales

— Selecione a Opcao PT-BR e OK

* systemctl restart zabbix-server zabbix-agent apache?2

e systemctl| enable zabbix-server zabbix-agent apache?2

* ApOs isso, acesse o Zabbix, com:
— http://IP-DO-ZABBIX/zabbix

Redes Orosil



Configuragio WEB CO nfigu Fa gao do ZabbiX

ZABBIX

I Bem vindo
Verificacdo de pré-requisitos
Configura a conexdo com o DB

Bem vindo a

Configuraces

Sumario da pre-instalacdo |
Instalacdo i i I X
| |

Linguagem padrio I Portugués Brasileiro (PT_BR) ~ n
I

Inglés (en_US)

Proximo passo

\ 4
Portugués Brasileiro (PT_BR)

[ =
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Configuragdo WEB CO nfigu ra géo do Zabbix

ZABBIX Verificacao de pré-requisitos
Valor atual Reqguerido s
Bemvindo Versdo PHP 7433 725 OK
Verificacdo de pré-requisitos
. Opcao do PHP "memory_limit” 128M 128M OK
Configura a conexao com o DB
Configuragbes Opcao do PHP "post_max_size" 160 16M QK
Sumario da pré-instalacéo Opcao do PHP "upload_max_filesize" 2M 2M OK
Instalacao Opcio do PHP "max_execution_time” 300 300 OK
Opcao do PHP "max_input_time" 300 300 OK
Nessa tela, S€ tUdO Suporte de banco de dados no PHF PostgreSQL 0K
estiver OK, voceé
. PHP bcmath 2Im QK
conseguira
prosseguir, se n50’ PHF mbstring em Ok
precisa ra rever o Opcao do PHP "mbstring.func_overload" off off OK
problema.
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Configuragdo WEB CO nfigu ra gao do Zabbix

ZABBIX Configura a conexzo com o DB

Por favor crie o banco de dados manualmente e informe os pardmetros de conexio para a base.
Pressione o botdo "Proximo passo” guando estiver pronto.

*

EBem vindo
Verificacio de pré-requisitos Tipo de banco de dados | PostgreS(QL o
Configura a conexdo com o DB Host do banco de dados | localhost
Configuracoes
L o . Porta do banco de dados | 0 0 - usar a porta padrédo
Sumario da pre-instalacao
Instalacdo Mome do banco de dados | Zabbix
/\ Esquema do banco de dados
AC]UI, eSpeCIflque d Senha Armazenar credenciais em Cofre da HashiCorp

do usuario do banco de
dados, a mesma que
usou no arquivo Senha
/etc/zabbix/zabbix serve
— pografia TLS do banco de dados |+ .
r.conf

Eetornar Proximo passo

Usugdrio | zabbix

[ =
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Configuragio WEB CO nfigu Fa géo do Zabbix

ZABBIX Configuragées

Mome do servidor fabbix  Zabbi-RB
Fuso hordrio padrio  (UTC-03:00) AmericalSao_Paulo

Tema padrdo  Escuro w

Sumadrio da pré-instalagdo

Instalacdo

Defina o nome do seu \

servidor Zabbix, o fuso
hordrio correto (Em meu
caso UTC-03) e o tema que
preferir

(5
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Confguraio wes Finalizando Instalacao

ZABBIX Sumario da pré-instalagao

Por favor verifique os pardmetros de configurago. Se tudo estiver cometo pressione o botdo "Praximo
passo”, ou pressione o botdo "Retornar” para modificar parimetros de configuracio.

PostgreSQL
localhost
padrio
Zabbix

Instalacdo

Zabbix-RB

ZABBIX

~ Confirme tudo e apods

_— isso clique em “Proximo
Passo” e apos isso, em

fim. E sua instalacao esta

feita.

Instalacao

Parabéns! Vocé instalou com sucesso a interface web do
Zabbix.

O arquivo de configuracéo "conffzabbix conf.php” foi criado.

(5
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cesso D } Finalizando Instalacdo u I

ZABBIX

Usuario

" Para seu primeiro acesso, o
usuario é “Admin” e a senha
é “zabbix” tudo minusculo.

Senha Apds o primeiro acesso, é

zabbix recomendado trocar a senha.

Admin

Lembrar por 30 dias

Conectar-se




[ — Monitoramento

e Ativar SNMP no MikroTik

 Adicionar Host no Zabbix

* Adicionar Template

Redes Orosil



[ } Ativar SNMP no MikroTik

Bridge :
9 Firewall SNMP Settings Em
- PPP
1 Hotspot 3| v | Enabled I OK
Mesh 7y
P N I IPsec Contact Info: Cancel
Kid Control :
IPv6 > ! _ ontro Location: Apply
N Media —
MPLS : NAT PMP Engine ID suffix: v Communities
Routi
ouing Neighbors Engine ID: |800(3a8c04
Systerp » )
Packing
Queusk Trap Target: v
Pool
Fil ity: ¥
lles Routes Trap Community: public i 4
Log 2 SMB Trap Version: 1 ¥
RADILS_VI SNMP : Hap-laanstatoms—tamag-exception A
Tools
SSH Trap Interfaces: v
i New Terminal Servi
ervices -
Dot1X o Src. Address: |::
ettings : : =
Make Supout.rif - i main v

(5
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Adicionando MikroTik no Zabb

Grupos de hosts | informe aqui o argumento para pesquisa Monitorado por ~ Qualquer  Servidor  Proxy
Monitoramento
Templates | informe aqui o argumento para pesquisa Proxy

Senvicos
Nome Ftiquetas EOU Ou

Inventario etiqueta
Relatdrios

Configuragdo

Grupos d : hosts

Template

Hosts

Manutencdo 127.0.0.1:10050

Acbes
Cormelacionamento de eventos

Descoberta

Administraco

Suporte

Integracbes

Ajuda

Configuraces do usudrio

Desconectar

(5
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Criando Host

Novo host

Host

Mome do host

Mome visivel

Templates

Grupos

Interfaces

Monitorado por proxy

Ativo

Monitorando MikroTik

nforme agui o argumento para r 2squisa

nforme agui o argumento para pesquisa

(sem proxy)

Selecionar

Selecionar

/‘

A, 4 :

Defina um nome para
ser exibido no Zabbix,
um grupo (pode digitar e
clicar sobre o nome do
grupo) e o tipo de
interface, nesse caso,
SNMP.

(5
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Monitorando MikroTik

Interfaces

SNMP 127001
Versdo do SNMP  SNMPv2

Comunidade SNMP  [$SNMP_COMMUNITY}

Usar requisigbes em lote Apos escolher o tipo da

interface como SNMP, vocé
precisara definir o IP do
equipamento e a
comunidade SNMP, por
padrao a comunidade SNMP
de equipamentos de rede
costuma ser “public”

(5
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} Monitorando MikroTik

Templates | mikrotik

. Mais correspondentes encontrados...
3TUpO0s

Mikrotik by SNMFP

lrb e Frm i

/_\
- Digitando o nome do template, vocé
consegue encontrar modelos ja
existentes que desejar. Vale lembrar
gue se nao inserir um template ou
item, seu host é criado mas o Zabbix
nao monitora ele.

P

Selecionar

selecionar

[ =
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{ Monitorando Linux }

Monitorando Servidor Linux

e Selecione os pacotes do Zabbix Agent:

ZABBIX VERSION

74

72

70 LTS

6.0 LTS

OS DISTRIBUTION

Alma Linux
Amazon Linux
CentOS

Debian

Debian (arm64)
OpenSUSE Leap
Oracle Linux
Raspberry Pi OS

Red Hat Enterprise
Linux

Rocky Linux

SUSE Linux
Enterprise Server

Ubuntu

Ubuntu (arm64)

OS VERSION

24.04 (Noble)
22.04 (Jammy)
20.04 (Focal)
18.04 (Bionic)

16.04 (Xenial)

ZABBIX COMPONENT

Proxy

Agent

Agent 2

Java Gateway

Web Service

No caso do nosso laboratorio, sera
monitorado em um Ubuntu 20.04.

Em outras ocasioes sera necessario
adaptar as opcoes.

[ =
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[ } Monitorando Servidor Linux m

* Baixe os pacotes e instale Zabbix Agent:

— sudo -s

— wget https://repo.zabbix.com/zabbix/7.0/ubuntu/pool/main/z/zabbix-
release/zabbix-release latest 7.0+ubuntu20.04 all.deb

— dpkg -i zabbix-release latest 7.0+ubuntu20.04 all.deb

— apt update

— apt install zabbix-agent

Redes Orosil


https://repo.zabbix.com/zabbix/7.0/ubuntu/pool/main/z/zabbix-release/zabbix-release_latest_7.0+ubuntu20.04_all.deb
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https://repo.zabbix.com/zabbix/7.0/ubuntu/pool/main/z/zabbix-release/zabbix-release_latest_7.0+ubuntu20.04_all.deb

[ wwemis | Ativando e configurando o servico m

* Ative e Habilite o servico:
— systemctl restart zabbix-agent

— systemctl enable zabbix-agente

* Configure o servico para escutar o servidor:
— nano /etc/zabbix/zabbix_agentd.conf

Server=IP-D0O-SERVIDOR-ZABBI If=il jE
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Monitorando Linux Crie o Host

Grupos de hosts | informe aqui o argumento para pesquisa Monitorado por ~ Qualquer  Servidor  Proxy
Monitoramento
Templates | informe aqui o argumento para pesquisa Proxy

Senvicos
Nome Ftiquetas EOU Ou

Inventario etiqueta
Relatdrios

Configuragdo

Grupos d : hosts

Template

Hosts

Manutencdo 127.0.0.1:10050

Acbes
Cormelacionamento de eventos

Descoberta

Administraco

Suporte

Integracbes

Ajuda

Configuraces do usudrio

Desconectar

(5
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Monitorando Linux Crie o Host

Mome do host

Mome visivel
Templates  informe agui o argumento para r 2squisa Selecionar
Grupos | informe agui o argumento para pesguisa Selecionar

Interfaces

Desy mi-Sn

Monitorado por proxy  (Sem proxy)

Ativo

(5
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[ — Criando Host m

* Configure o IP ou DNS do servidor, como sera a conexao e qual a
porta ser usada para a conexao.

Interfaces

Agente IP-DO-SERVIDOR IP  DNS 10030

Redes Orosil
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